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Abstract. Firewalls are a crucial part of modern network systems. How-
ever, managing a firewall with thousands of rules can be challenging.
Rules anomalies can compromise security. Although algorithm-based meth-
ods are accurate and efficient at detecting anomalies, they cannot fully
automate the correction of anomalies in datasets. Large Language Mod-
els (LLMs) provide a promising solution by enabling firewall tasks to
be handled while maintaining user intent. To achieve anomaly correc-
tion, this paper first enhances the LLMs’ understanding of anomalies by
having them detect them. Our preliminary assessment shows that cur-
rent state-of-the-art models have limited ability to generate and detect
anomalies in firewall rules. This work explores several fine-tuning meth-
ods to address these limitations. We improved LLM performance on the
firewall anomaly detection task through Supervised Fine-Tuning and Re-
inforcement Learning. Compared to methods without Fine-Tuning, the
experimental results indicate that LLM alignment can improve model
performance. These findings suggest that LLM alignment is an effective
way to expand LLMs’ knowledge. Future work could focus on improv-
ing the generalization of LLMs for detecting anomalies in larger firewall
datasets.

Keywords: Firewall · Firewall Rule Anomaly · Large Language Model
· Alignment · Supervised Fine-Tuning · Reinforcement Learning.

1 Introduction

With the rapid growth of the Internet, network security has become a critical
concern. Firewalls are widely deployed to protect against cyberattacks by filter-
ing unwanted packets. However, as the number of firewall rules increases, the
configuration becomes increasingly complex and unintended errors may arise.
These errors, referred to as “anomalies” by Al-Shaer and Hamed [1], occur when
a single packet matches more than one rule. Such anomalies may invalidate the
intended policies and compromise network security.
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The severe consequences of anomalies underscore the importance of address-
ing this issue. Our goal is to generate concise and error-free firewall rule sets.
Traditional tools such as Firewall Policy Advisor [1] and FIREMAN [2] have
proven to be effective in detecting anomalies through algorithmic analysis. How-
ever, as Al-Shaer [3] observed, certain anomalies, such as generalization anoma-
lies, cannot be eliminated without altering the intended behaviors. Consequently,
anomaly correction cannot be fully automated by conventional methods.

Recent advancements in Large Language Models (LLMs) have sparked grow-
ing interest in applying artificial intelligence to network security. We explore
the feasibility of using LLMs to address firewall rule anomalies. For an LLM
to optimize rule sets, it must first understand the semantics of the firewall and
reason about inconsistencies. Thus, error detection serves as a crucial intermedi-
ate step. In our previous work [4], we evaluated several state-of-the-art LLMs for
anomaly detection. The results suggested that, while LLMs show potential, their
precision and consistency are insufficient for complex firewall management. Ad-
dressing this gap requires alignment techniques to improve the reliability of the
model. Wang et al. [5] reviewed approaches such as supervised fine-tuning (SFT)
and reinforcement learning (RL), which are particularly effective in improving
task performance. Building on this foundation, our study focuses on improving
LLM performance in firewall anomaly detection through fine-tuning.

We selected a modern LLM and compared three training strategies: SFT, RL,
and a hybrid of both. To support this, we developed a data generation program
that can customize rules and anomalies. To ensure that performance differences
are due to training rather than data distribution, we included the SFT dataset
as a subset of the RL dataset. Finally, we evaluated the results of each method
and parameter setting against a baseline.

The main contributions of this study are as follows.
– We designed diverse training and testing datasets based on a custom virtual

firewall syntax reflecting real-world system fields.
– We demonstrated that fine-tuning significantly improves LLM performance

in anomaly detection, as shown by comparisons of SFT, RL, and hybrid
methods with baseline models.

– We identified optimal parameter settings for our dataset and documented
key challenges encountered during training.

The remainder of this paper is organized as follows. Section 2 reviews firewall
anomalies, detection methods, and LLM alignment techniques. Section 3 details
the fine-tuning process. Section 4 presents the experimental results of the SFT,
RL, and hybrid models. Section 5 concludes the paper and discusses future work.

2 Related Works

2.1 Firewall Rule Anomalies

A typical firewall functions as a packet filter, enforcing an access control list
composed of rules defined by conditions and actions. Because packets are se-
quentially matched against rules until a match is found, the order of rules is
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critical. If two rules overlap, their execution may depend on ordering, which can
introduce unexpected behavior.

Al-Shaer and Hamed [1] classified anomalies that arise when two or more
distinct rules match the same packet:

1. Shadowing Anomaly: A rule is shadowed when an earlier rule matches all
packets that would otherwise match the shadowed rule, rendering it ineffec-
tive.

2. Correlation Anomaly: Two rules are correlated if each matches some pack-
ets that the other also matches, but not all.

3. Generalization Anomaly: A rule is a generalization of another if it matches
all packets covered by a preceding specific rule.

4. Redundancy Anomaly: A redundant rule performs the same action on
the same packets as another rule, such that removing it has no effect on the
policy.

Importantly, anomalies are not always errors. They can be intentionally in-
troduced. For example, a generalization anomaly often appears when a broad
rule is modified by adding an exception.

2.2 Algorithm-Based Anomaly Detection

In addition to anomaly classification, Al-Shaer and Hamed also introduced the
Firewall Policy Advisor [1], an algorithm for anomaly detection. The approach
compares rule fields one by one, modeling each comparison as a state in a state
diagram. After all fields are checked, the final state determines the anomaly type
based on predefined logic.

Although effective, the Firewall Policy Advisor has limitations. It only detects
anomalies pairwise and does so inefficiently. To improve efficiency, subsequent
research proposed broader detection methods. Among these, FIREMAN [2] is
a key contribution. Unlike pairwise approaches, FIREMAN detects anomalies
in multiple rules by comparing each rule against all its predecessors. Whereas
Firewall Policy Advisor requires O(n2) complexity, FIREMAN achieves O(n)
detection efficiency. However, this efficiency comes at the cost of not being able
to identify which specific preceding rule caused the anomaly.

2.3 Evaluation of LLM-Based Anomaly Detection

To evaluate the feasibility of applying LLMs to firewall tasks, our previous re-
search [4] assessed state-of-the-art models on anomaly-related tasks. We designed
a two-stage experiment. In stage 1, four reasoning-focused LLMs generated fire-
wall rule datasets containing anomalies. In stage 2, the same models attempted
to detect anomalies in the generated datasets.

Analysis using confusion matrix metrics revealed that no model consistently
performed well in both stages. This suggests that LLMs cannot yet be directly
applied to real-world firewall management. Inaccurate anomaly detection could
lead to overlooked risks and weaker security. Thus, additional training is essential
if LLMs are to be applied to firewall anomaly detection.
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2.4 LLM Alignment

LLMs are prone to hallucinations, such as generating false or irrelevant infor-
mation. Alignment techniques, collectively called fine-tuning, are widely used to
improve their reliability and ensure that the results meet human expectations.
Wang et al. [5] summarized several prominent alignment strategies.

Supervised Fine-Tuning (SFT) trains a LLM to minimize cross-entropy loss
against target answers, improving task adaptation and response quality. How-
ever, SFT primarily teaches the model to reproduce the best answers, limiting
its ability to generalize beyond memorized patterns. Chu et al. [6] showed that
SFT often relies on rote memorization and struggles with generalization across
tasks.

Reinforcement Learning (RL) improves generalization by training a model
through sequential actions and reward feedback. The LLM adjusts its parameters
to maximize the cumulative rewards defined by a reward function aligned with
the task objectives. Various RL algorithms have been proposed. Srivastava et al.
[7] reviewed several, including Proximal Policy Optimization (PPO), a policy-
gradient framework that iteratively updates model policies based on rewards
from a learned reward model. Group Relative Policy Optimization (GRPO) ex-
tends this idea by generating multiple responses per prompt, normalizing their
rewards within a group, and eliminating the cost of maintaining a separate value
function estimator as required by PPO. In our experiments, we adopted GRPO
to reduce memory usage and accelerate computation.

In practice, SFT and RL are often combined. A common example is Rein-
forcement Learning from Human Feedback (RLHF), which begins with SFT to
stabilize outputs before applying RL for performance gains.

3 Methods

This study began by selecting an appropriate model, followed by construct-
ing carefully designed datasets for training and evaluation. We then fine-tuned
the model using three approaches: supervised fine-tuning (SFT), reinforcement
learning (RL), and a hybrid of the two, and finally evaluated the trained models
on a testing dataset.

3.1 Model Selection

We considered the following criteria when selecting a model:

1. Open-source: While commercial models such as OpenAI o3 generally out-
perform open source models, most commercial options do not allow fine-
tuning.

2. Reasoning-oriented: Models that extend reasoning time and decompose
problems into smaller steps tend to achieve better performance in complex
tasks.



Enhancing Firewall Rule Anomaly Detection via LLM Alignment 5

3. Sufficient parameter size: Li et al. [8] demonstrated that models with
fewer than 3B parameters cannot fully benefit from long chain-of-thought
reasoning or knowledge distillation. Similarly, TinyZero [9], which applies
PPO to math tasks, showed that models with 1.5B parameters lack effective
self-reflection capabilities.

Based on these considerations, we selected Qwen3-4B, a leading reasoning-
focused model as of September 2025. We fine-tuned the base version to ensure
that training outcomes were not confounded by pre-applied adaptations.

3.2 Datasets

Due to the lack of standardized firewall datasets and the diversity of firewall
syntaxes (e.g., Linux iptables [10] and Fortinet Fortigate [11]), we designed a
JSON schema inspired by Fortinet Fortigate fields. This abstraction is shown in
Fig. 1.

{
{

"counter": <rule index>,
"srcintf": ["<source interfaces>"],
"dstintf": ["<destination interfaces>"],
"srcaddr": ["<source address (IP/CIDR)>"],
"dstaddr": ["<destination address (IP/CIDR)>"],
"action": "<accept or deny>",
"service": ["<protocol:port(s)>"]

},
...

}

Fig. 1. Firewall rule fields represented in hierarchical JSON.

After defining the rule format, we implemented a dataset generator that
produces scalable datasets with configurable numbers of rules, anomalies, and
field values. However, for this experiment, we restricted the datasets to one pair
of rules, as larger sets introduce additional complexity that obscures the effects of
variable levels on model performance. To improve generalization, we introduced
controlled variations in the datasets. All types of anomaly (including “none”)
were balanced. The field values were randomized as follows:

– srcintf and dstintf: randomly selected from the common interface op-
tions.

– srcaddr and dstaddr: CIDR or IP masks ranging from /8 to /32, with one
to three values chosen randomly.
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– service: TCP or UDP, with ports specified as three individual ports or as
ranges.

We also developed a brute-force anomaly detection program to generate
ground-truth labels. Both generation and detection programs are available upon
request.

Using this framework, we created three datasets: one for SFT, one for RL,
and one for testing. The prototype datasets consisted of two fields: rule_pair and
answer. For SFT, we added an additional thought field, generated via xAI Grok3
API using the prompt shown in Fig. 2. This dataset contained 1000 entries due to
resource constraints. The RL dataset, which required more extensive exploration,
contained 10,000 entries, including the 1000 from SFT to allow fair comparison.
The test dataset contained 1000 entries and did not overlap with either training
set. All datasets are available at https://huggingface.co/johnson1205.

Prompt: You are an expert system tasked with analyzing firewall rulesets to
detect anomalies. Please tell me why the following rules exhibit anomaly anomaly.

Fig. 2. Prompt used to generate chain-of-thought reasoning in the SFT dataset.

3.3 Prompt and Output Template

Following DeepSeek-R1 [12], we constrain the model output to a structured for-
mat that separates reasoning from final predictions. The intermediate reasoning
was enclosed between <THINK> and </THINK>, while final answers were enclosed
within <SOLUTION> and </SOLUTION>.

The complete prompt, shown in Fig. 3, combined chain-of-thought prompt
[13] with a few-shot examples defining each type of anomaly. The same prompt
was applied during training and inference to reinforce consistent reasoning and
structured outputs.

3.4 Supervised Fine-Tuning

In the SFT dataset, thought entries were enclosed with <THINK> and </THINK>,
while answer entries were enclosed with <SOLUTION> and </SOLUTION>.

The parameter configurations are shown in Table 1. The learning rate was
systematically varied, as it is critical to balance convergence stability and train-
ing efficiency. Controlled experiments were conducted at rates from 1× 10−4 to
5 × 10−4 to identify the optimal setting. Training was performed on the SFT
dataset, followed by evaluation on the testing dataset. All training and evalua-
tion codes are available at https://github.com/johnson1205/LLM_Firewall_
Anomaly.
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system prompt: You are given a problem. Think about the problem and provide
your working out. Place it between <THINK> and </THINK>. Then, provide your
solution between <SOLUTION></SOLUTION>.

user prompt: You are an expert system tasked with analyzing firewall rulesets
to detect anomalies. The firewall rules are provided as a dataset of JSON objects,
each with the following fields:
- ‘srcintf‘: Source Interface
- ‘dstintf‘: Destination Interface
- ‘srcaddr‘: Source Address (IP/CIDR)
- ‘dstaddr‘: Destination Address (IP/CIDR)
- ‘service‘: Protocol and Service (format: ‘protocol:service‘)
- ‘action‘: Action (‘allow‘ or ‘deny‘)
You must detect the following anomalies step-by-step for each rule pair in the
provided dataset:
### 1. **Shadowing Anomaly**
**Definition:** Rule R2 is shadowed by a previous Rule R1 if:
- Action of R1 ̸= Action of R2
- R1 fully matches all packets that R2 would match (R1 fields encompass or equal
corresponding fields in R2)
If a shadowing anomaly is detected, output: <SOLUTION>shadowing</SOLUTION>
### 2. **Generalization Anomaly**
**Definition:** Rule R2 is a generalization of Rule R1 if:
- Action of R1 ̸= Action of R2
- R2 matches all packets matched by R1 (R2 fields are broader or equal to
corresponding fields in R1)
If a generalization anomaly is detected, output:
<SOLUTION>generalization</SOLUTION>
### 3. **Correlation Anomaly**
**Definition:** Rules R1 and R2 are correlated if:
- Action of R1 ̸= Action of R2
- R1 matches some packets R2 matches, and R2 matches some packets R1
matches (partial overlap)
If a correlation anomaly is detected, output:
<SOLUTION>correlation</SOLUTION>
### 4. **Redundant Anomaly**
**Definition:** Rule R2 is redundant if:
- Action of R1 = Action of R2
- R1 fully matches all packets matched by R2, rendering R2 unnecessary.
If a redundant anomaly is detected, output: <SOLUTION>redundant</SOLUTION>
### 5. **None (No Anomaly)**
**Definition:** If none of the above anomalies are detected between the rule
pair. If no anomaly is detected, output: <SOLUTION>none</SOLUTION>
{Rule_pair}

Fig. 3. Prompt template used for SFT training.
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Table 1. Parameters for SFT training.

Parameter SFT

Gradient Accumulation Steps 1
Warmup Steps 50

Epoch 2
Weight Decay 0.01

Optimizer Adam
Seed 3407

3.5 Reinforcement Learning

For RL, we adopted the GRPO algorithm, which generates four candidate re-
sponses per input and averages their rewards. This eliminates the need for a sep-
arate value function, reduces computational overhead, accelerates convergence,
and improves accuracy.

The parameter and sampling settings are shown in Tables 2 and 3.

Table 2. Parameters for RL training.

Parameter RL

Learning Rate 5e-6
Gradient Accumulation Steps 1

Warmup Steps 100
Epoch 1

Weight Decay 0.01
Optimizer Adam

Temperature 1.0

Table 3. Sampling parameters.

Parameter Value

Min_p 0.1
Top_p 1.0
Top_k -1
Seed 3407

To encourage structured and accurate output, we define four reward func-
tions:

– match_format_exactly: Verifies strict compliance with the required struc-
ture. Rewards 1.0 if they are exactly matched.

– match_format_approximately: Reward partial compliance with the re-
quired structure to encourage incremental progress. Reward 1.0 for each tag
that appears exactly once.

– answer_length_score: Penalizes overly verbose outputs. Full reward (score
1.0) for ≤ 15 characters, linearly decreasing reward (score (100− length)/85)
for 16 to 100 characters, and zero for > 100.

– check_answer: Verifies semantic correctness and strict formatting. Scored
on a graded scale (1.0 for exact, 0.7 for correct but misformatted, down to
0.0 for invalid outputs).

This multilevel scoring ensured that models were rewarded for both semantic
accuracy and structural discipline, enhancing reliability in deployment.
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3.6 Hybrid Fine-Tuning

SFT provides structured learning of anomaly definitions and output formats,
while RL enhances adaptability through reward-driven optimization. To take
advantage of both, we applied a two-stage hybrid strategy:

1. SFT was first applied to stabilize the model reasoning structure and output.
2. The SFT-adapted model was then further optimized with RL to refine the

predictions using custom rewards.

Because the RL dataset intentionally included the SFT dataset, the perfor-
mance differences reflect training paradigms rather than data distribution. To
further validate this, we evaluated the hybrid model in both the testing dataset
and the SFT dataset.

4 Experiments and Results

4.1 Setup

The experiments were carried out on RunPod [14] using a single NVIDIA RTX 6000
Ada GPU (48 GB VRAM). To mitigate hardware constraints, we adopted the
Unsloth fine-tuning framework [15], which accelerates training and reduces VRAM
usage through kernel-level optimizations while reporting no accuracy regression.

4.2 Baseline

To establish a baseline, we evaluated the pretrained model on the testing dataset
without any task-specific tuning. The model achieved a precision of 0.359, pro-
viding a reference point for subsequent improvements and indicating that Qwen3
has limited prior knowledge of firewall anomaly detection.

4.3 Supervised Fine-Tuning

We trained and evaluated SFT models on learning rates from 1e−4 to 5e−4.
The results are summarized in Table 4.

Table 4. SFT accuracy on the testing dataset across learning rates.

Learning Rate SFT

1e-4 0.544
2e-4 0.922
3e-4 0.978
4e-4 0.982
5e-4 0.986
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All SFT settings substantially outperform the untuned baseline, confirming
that fine-tuning is effective for this task. Performance improves monotonically up
to 5e−4. For completeness, we also trained at 6e−4 and observed a lower accu-
racy of 0.960, suggesting the onset of instability from overly aggressive updates.
Therefore, we consider 5e−4 to be the optimal learning rate in our dataset.

4.4 Reinforcement Learning

After 10,000 RL steps with GRPO, the model reached an accuracy of 0.992 in the
testing dataset. As with SFT, RL produces significant gains over the baseline.
The slight edge over SFT is plausibly attributable to the larger RL dataset and
the exploration dynamics.

We visualized training with Weights & Biases [16]. Figure 4 shows the total
reward versus the training steps. During training (first ∼ 500 steps), rewards
are unstable as the model learns the output format. Once tag usage stabilizes,
reward improvements are predominantly driven by semantic correctness, with
noticeable convergence inflections around the 2,000 and 5,000 steps.

Fig. 4. RL total reward as a function of training steps.

Figure 5 depicts the completion length (response length) over steps. After
∼500 steps, explicit reasoning rapidly diminishes. One explanation is reward
hacking: because we did not positively reward a minimum reasoning length, the
policy found short, valid outputs that maximize reward. Another possibility is
a shift from explicit to implicit reasoning while maintaining accuracy. Further
analysis of this behavior is left to future work. Training logs are available at
https://wandb.ai/johnsonlee911205-academia-sinica/huggingface?nw
=nwuserjohnsonlee911205.
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Fig. 5. RL completion length over training steps.

4.5 Hybrid Fine-Tuning

Oriented by the SFT study, we continued training on RL with the SFT check-
point trained at the learning rate 5e−4. Upon evaluation of both the testing
dataset and the SFT dataset, the hybrid model achieved accuracies of 0.994 and
0.993, respectively. The near-identical performance on unseen (testing) and seen
(SFT) distributions indicates a strong generalization.

Figure 6 plots hybrid training rewards. The curve closely resembles pure
RL, probably because the SFT-initialized model already adheres to the output
format, leaving semantic refinement as the primary driver of reward increases.
The hybrid of SFT and RL shows noticeable convergence inflections around the
2,000 and 4,000 steps. Compared to pure RL, the hybrid approach achieves a
more effective convergence of content rewards.

5 Conclusion

We investigated three alignment strategies, SFT, RL, and a two-stage hybrid,
using custom datasets for firewall anomaly detection. All methods substantially
improved accuracy over the untuned baseline (from 0.359 to as high as 0.994),
with RL and the hybrid approach performing best. We also analyzed the sensi-
tivity to the learning rate in SFT and identified 5e−4 as optimal for our setting,
while higher rates (e.g., 6e−4) degraded the precision.

A notable observation is the collapse of explicit reasoning length during RL,
which may reduce interpretability even as accuracy remains high. Future work
will stabilize training while preserving applicable intermediate reasoning, scale to
larger rule sets, and explore curriculum learning to introduce multi-rule scenarios
without catastrophic forgetting progressively.
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Fig. 6. Hybrid (SFT→RL) total reward over steps.
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